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   Ministry of Defence,  

Main Building,  

Whitehall,  

SW1A 2HB 

  

 03 December 2025 

 

 

 

Defence Suppliers 

 

Driving Cyber Resilience in the Supply Chain – call to action 

 

The MOD letter of December 20241 from the Permanent Secretary, Director General Chief Digital and 

Information Officer and Director General Commercial, set out a range of actions to reinforce cyber 

security in the Defence supply chain particularly the Cyber Security Model (CSMv4)2. 

 

Since then, the cyber threat backdrop has continued to worsen.  High profile, damaging cyber attacks 

on companies like Marks & Spencer, the Co-op and Jaguar Land Rover remind us that all 

organisations need to build their defences and be prepared in case an attack gets through. 

 

The Strategic Defence Review3 highlighted that UK Defence continues to carry intolerable levels 

of cyber risk, with the Defence Industrial Strategy4 setting out the ambition to develop a resilient UK 

industrial base.   

 

The UK Defence supply chain is a priority target for adversaries and the need for cyber security 

across the Defence supply chain is as acute as ever. 

 

Cyber Security Model (CSMv4) launches today 

 

New cyber security standards go live today, 3rd December, announced by means of Industry Security 

Notice 2025/07 5. 

 

These standards, designed for the Defence supply chain in partnership between MOD and Defence 

suppliers through the Defence Cyber Protection Partnership, were first published in a ‘for information 

only’ state in May 2024. These are based on the NCSC’s standards for cyber security for all 

organisations. 

 

The Defence Cyber Certification (DCC) scheme6 launched in May 2025 provides a further element to 

the CSM package in the form of an assurance framework.  

 

 

 
1 https://www.gov.uk/government/publications/letter-from-the-second-permanent-secretary-dg-chief-information-officer-and-dg-
commercial-to-defence-industry-ceosdefence-leads  
2 https://www.gov.uk/guidance/cyber-security-model 
3 https://www.gov.uk/government/publications/the-strategic-defence-review-2025-making-britain-safer-secure-at-home-strong-
abroad  
4 https://www.gov.uk/government/publications/defence-industrial-strategy-2025-making-defence-an-engine-for-growth  
5 https://www.gov.uk/government/publications/industry-security-notices-isns  
6 https://iasme.co.uk/defence-cyber-certification/ 
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Certification under the scheme will increasingly be specified as a precursor requirement for 

contracting with Defence, and we urge all suppliers to start seeking certification under the scheme 

now – starting with obtaining the minimum ‘Level 0’ certification - recognising that higher levels may 

subsequently be sought or required as appropriate. For further information on how to start the 

certification process, please refer to the guidance found through the following link: Defence Cyber 

Certification 

 

We extend our thanks to those organisations who have already achieved certification and who 

responded to our call to action of December 2024 by adopting the NCSC’s Active Cyber Defence7 and 

delivering ‘Secure by Design8’ – foundational tools for embedding cyber security across your 

organisation. 

 

We ask that you cascade this letter to all Defence subcontractors within your supply chain.  

 

Thank you for your continued support; your proactive engagement and leadership are critical in 

continuing to safeguard the UK’s defence and national security. 

 

 

 

 

Eleanor Fairford 

Defence Chief Information Security Officer 

Ministry of Defence 

 

Victoria Cope 

Defence's Digital Commercial Director 

Ministry of Defence

 

 

 
7 https://www.ncsc.gov.uk/section/active-cyber-defence/introduction  
8 https://www.digital.mod.uk/secure-by-design/ 
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